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Recalls for safety
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Safe Motivation R ITEAZ
Recalls for safety-related components
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Safe Motivation R ITEAZ
Recalls for safety-related components
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Safe Motivation R ITEAZ
Recalls for safety-related components
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Safe Motivation g I TEAZ
Starting point — 2011

» Automotive Functional Safety standard published November 2011

» 1st mandatory interpretation of general standard IEC61508 for automotive industry

IEC 61508
Safety Instrumented Systems

IEC 61511
Industrial




Safe Motivation
Scope of SAFE - 1S026262 Development Lifecycle
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Safe Motivation R ITEAZ
Scope of SAFE - 1S026262 Development Lifecycle

Management and supporting processes

Starting
situation

=  Automotive Functional
Safety norm published
November 2011

1st mandatory interpretation of
general standard IEC61508 for
automotive industry




Safe Motivation X ITEAZ
Scope of SAFE - 1S026262 Development Lifecycle

X

Functional analysis

Safety Goals System Safety

Analyses

Functional Safety System architecture

Component
Safety Analyses

()

Component architecture

Technical Safety

HW/SW Safety
Analyses

- HW/SW Safety

Hardware / Software




Safe Motivation R ITEAZ
Scope of SAFE - 1S026262 Development Lifecycle

(@ ) ) )

= 900.000 vehicles | = 800.000 vehicles | = 8.4 Mill. vehicles

= Water can drip = Fuse can melt, = Danger of
on control causing both suddenly turning
modules for lighting circuits off, resulting in
airbags, which to malfunction, loosing most
can cause leaving the car safety features
airbags to set off unlighted while driving

Concept:

Concept:

: Concept:
Influence from FEEEIE G [ Failure propagation

" e other technologies analysis
:




Safe Motivation R ITEAZ
Recalls for safety-related components

, Functional analvsis
Safety Goals e n SO SIS, System Safety
Analyses

()

Functional Safety  System architecture

:\
Cowgnent architecture

Seeisaed

.Hardwar S—

Component :
Safety Analyses

\‘::1;! ement:

- HW/SW Safety




Safe Motivation N ITEAZ
Scope of SAFE - 1SO26262 Development Lifecycle

Challenge
= 1S026262 defines more than 1000 requirements

» Challenge for automotive industry:

- Reach acceptable risk level by ensuring process compliance with
1SO26262

Approach

= Provide model based development process that integrates
functional-safety

Solution of S@

= Architecture description language
= Tools

.- Methods and application Rules
23 ‘
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SAFE in the project landscape 3 ITEAZ
Who did it?

> France
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SAFE in the project landscape g I TEAZ
How did we work with others?

v

Tooling EDONA
CESAR
Safety SAFE
Timing TIMMO TIMMO? [
ADL
EAST-EEA o ATESST ATESST2 MAENAD

Industry AUTOSAR
Consortia JASPAR

EAST-ADL Association
2001 2005 2010 2015
ENST-ADL EAST-ADL EAST-ADL2 EAST-ADL 2.1  EAST-ADL 2.x




SAFE in the project landscape
Influence of SAFE

R ITEAZ

-

AUTOEO SAR

Industry standard for
SW configuration

Architecture Description Language

E/NST-ADL

Industry standard for
functional architecture

/
/Tools 8 /Requirements
I JEICOSE =
° IS0
ARTEMIS innovation =N
Cluster on transportation y 1ISO26262 )

/
QIMIG.

Standardization group for
SW engineering

Methodologies and application rules

e
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Content

= Open Meta-model
= Scope
= Structure
= Exemplified insight




Model Based Development

SAFE Modeling
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SAFE Modeling R ITEAZ
Hazard analysis and risk assessment

<

wo
1SO26262

3-7 Hazard
analysis and risk
assessment

!

3-8 Functional
safety concept

|

4-6 Specification of
technical safety
requirements

SAFE — Safety Goal Modeling

Item

Hazardous | Operational

5-6 Specification  6-6 Specification

of hardware of software
safety safety
requirements requirements




SAFE Modeling R ITEAZ
Hazard and Risk Analysis

Item
| ServiceBrake
newltemDevelopment
/N
+tem +nonFulfiledReguirement
FeatureFlaw Requirement
FFL UnwantedActivation ~_ | ¥4 Req PerformBa,
" The EE system shall decelerate the vehicle when requested by the driver through the brake pedal (vehicle speed = Q)
+malfunction
Hazarc .
SuddenBraking SafetyGoal
56 5B Goall
ASIL & +requirement
4\+hazard
HazardousEvent QualityRequirement
HE SuddenBrakinginslope REQ Op not apply brake force wnless driver brakes
c3 < Do not apply brake force unless driver brakes
5‘3’ ™ +derivedFrom
+zafelodes
Asil C 5 Tiode .
\ Enter_dearaded mode From the item
® Mode
s el o
| Oring ,service brake
+Dperat|ngr.1|:||:l'(
the safety goal
+Environment
L operstonaTSaton ,Do not apply brake force
b Slope
e Q o"
unless driver brakes
Traffi [¥] tional Situati 1 1
et | o Saecenvence is derived.
”~

+~opperationalSituationUzelaze

UseCase
~. | 't DriverAccelerating
~




SAFE Modeling R ITEAZ
Functional safety concept

2y Lips Specification of the functional safety
ISO . ) .

NS requirements ... and their interaction
15026262 necessary to achieve the safety goals.
3-7 Hazard SAFE - Functional safety concept

analysis and risk
assessment l

3-8 Functional
safety concept

!

Safety GoaIJ

4-6 Specification of ASIL
technical safety A|B|C|D
requirements
5-6 Specification ~ 6-6 Specification ‘ _
of hardware of software Functional ] Functional
safety safety Safet Architecture

requirements requirements

‘



SAFE Modeling
Derived safety requirements

Safety Goal

Do not apply brake force unless driver brakes

V.

Functional Requirement
Ensure correct detection of driver brake whish by
introducing a redundant pedal sensor

V,

R ITEAZ

Technical Requirement
Introduce 2 independent pedal sensors

Safety goals are top level safety requirements.
They are derived by safety requirements on analysis level.

These analysis level safety requirements are derived by
safety requirements on design level.




SAFE Modeling R ITEAZ
Functional Safety Concept

Functional 5afetyConcept
Fst HEME Functions!SsfetyConcept

. \'I'fﬂundiunalSaf&tg.rﬂaquem
Requirement On analysis level, the functional
e n analysis level, the functiona
Enzure correct detection of driver brake whizh by introducing & redunitant peda! sensor Safety conce pt co ntains the
safety requirements derived
+zatisfiedReguirement from the Safety goal
B Satisfy
Redundant Ped
S The satisfy relationship traces
AN their fulfillment on horizontal
¥ "
/ N level.
J %
[ L
/' +zatisfiedBy ‘xtsatlsﬁedﬂy
ri L/
;’I \"x
Ve R
VEIZFUNCG .m:'ﬁﬂme_
pBrakePedalSensor pBrakePedalSensor2




SAFE Modeling R ITEAZ
Technical safety concept

I‘?\o Specification of the technical safety requirements and
NS their allocation to system elements for implementation
15026262 by the system design.
3-7 Hazard

_ _ SAFE — Technical safety concept
analysis and risk

assessment

v

l

3-8 Functional Functional | Functional
safety concept Safety > ArchltectureJ
'Requirement _ ltem

!

4-6 Specification of
technical safety
requirements

5-6 Specification  6-6 Specification
of hardware of software

Technical ] Technlcal
Safet P. Architecture ‘
safety safety
requirements requirements



SAFE Modeling R ITEAZ
HW-SW Safety concept

>

1SO26262

3-7 Hazard
analysis and risk
assessment

SAFE — Architecture modeling
Technical | Technical
Safety J—> ArchitectureJ
_Requirement . ltem
HW Safety ' SW Safety '
HW -SW |
HW i Interface ‘ SW
HW SW
. Architecture ‘ Architecture

3-8 Functional
safety concept

!

4-6 Specification of
technical safety
requirements

6-6 Specification
of software
safety
requirements

5-6 Specification

of hardware
safety

requirements




SAFE Modeling
Safety Goal Fulfillment

[

- BT
SafetyGoal

SafetyRequirements

4 o SB_Goall[SafetyGoal] (1)
4 op Do_not_apply_brake_force_unless_driver_brakes[QualityRequirement]
4 jeq Redundant_Pedal_Sensor-Analysis_Requirement[Requirement]
4 [fq Redundant_Pedal_Sensor-Design_Requirement[Req
. pBrakePedalSensorl [DesignFunctionPrototype]
. pBrakePedalSensor2[DesignFunctionPrototype]
. pBrakePedalSensorl [AnalysisFunctionPrototype]
. pBrakePedalSensor2[AnalysisFunctionPrototype]

| @ [ OK ] [ Cancel ]

€ p—— 4
T —— =
SafetyGoal
SafetyRequirements

a4 o EPB_SGla[SafetyGoal] (1) I
4 o EPB_SGla[QualityRequirement] |
b peq Block_PB_activation-Analysis_Requirement[Requirement] '

R ITEAZ

These views show the safety
requirements tracing tree. The
satisfying architecture elements are
shown as leaves of the tree.

In case a safety requirement is
satisfied, it is shown in green text
color, otherwise in red text color.
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SAFE Modeling R ITEAZ
Scope

» SAFE Meta-Model completes
automotive architecture
languages

SAFE

e



T-ADL

-
-

SAFE Modeling
From Requirement to AUTOSAR

Model Based
Development

X ITEAZ

TechnicalFeatureModel

e ey O

T-ADL E/\S

-

L E/\S

SystemModel
Features  VehicleLevel Safety
Model Goal
Abstract AnalysisLevel Functional
functions Safety concept
DesignLevel i

Concrete Technical
functions Safety concept

Implementation

Level
Software
Architecture




SAFE Modeling u ITEA 2
EAST-ADL Technology

e  EAST-ADL Association E/:\ST— ADL

«  synchronize further refinement of the language WWW.EAST-ADL.INFO
. provide an entry point for EAST-ADL information

. EATOP: EAST-ADL Tool Platform

. Modelling infrastructure

. . . e e RAALaY ==arms )
. Plugins for analysis and synthesis T e e e - e e
. Eclipse project eclipse.org/eatop '

 Linkedln Group
Linked [T}]. EASTADL



http://www.eclipse.org/atop
../ConceptPresentations
http://www.linkedin.com/groups/EASTADL-4639096

SAFE Modeling R ITEAZ
Summary: Scope of SAFE Meta-Model

. FschageableElement
Requirement cabsiracts
TopLewvel::SAFEElement

+ name :String

AbziractSafelyRequirement %

. Requirements:: SafetyConcept wahuiracie
Req u I re me nt - emergencyCperationTimelnterval :Integer [0..1] l]_“. SafelyExiessy

- faultTolerantTimelnterval :Integer [0..1]

+safetyConcept

HazardandRisk SafetyExtension:: [:
HazardandRisk SafetyExtension

Analysis \ dentifiable
. ErrorModel:: Erroriodel
FU nCthn ’ Functional SafetyExtension:: E:’

Functional SafetyExtension

Design \
F u nCtI O n ’ Temnicajgg:;i:tensfm:: —[:::-

Technical SafetyExtension +emorhModel

SW |
Configuration |

Implementaticn SafetyExtension::

Implementation SafetyExtension D




SAFE Modeling R ITEAZ
Summary: Scope of SAFE Meta-Model

Requirement | . Hazard and
Risk analysis
Safety Goal < Functional

SAFE

)

_ safety concept
:L| Functional Safety
Requirement

ANAIA A

e s

Requirement | Function | E< Technical

— @ n _ safety concept
\ @ < |5 Technical Safety

Requirement | Function | %'—'EJ Requirement

S L Refine safety
L [e=kry concept
Requirement (B Configuration [l§ © £ Requirement

|
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SAFE Modeling R ITEAZ
How to react on a possible malfunction

ltem | . Hazardous | ASIL
w Alelclp

- | .~ Safety
—— @ealiement

» Tactic is a formalization for defining the role a given requirement has
regarding error management.

= Tactic is defined in two steps
1. Describe in a safety requirement what should not happen
2. Define how to react if the malfunction happens nonetheless

‘




SAFE Modeling l ITEAZ3
Tactic to react on a possible malfunction

Requirements::
Functional SafetyRequirement

- isSafetyGoal :Boclesn

+safetyGoal /\ -

AliocatableElement
TrsceableSpecification
ot - Identifisble

«abstracts +tactic Tsctic
Requirements::AbstractSafetyRequirement

+malfunction

- asil :ASILEnum
- decomposedASIL ‘ASILDecomposedEnum
- requirementType RequirementTypeEnum

A ﬂ’equirements/ *

«=numeration»

HandlingType
Avoid Detect Handle
T 2 Attributes
type :HandlingType e
- indicate

. - mitigats

Requirements:: SafetyConcept

- emergencyCperationTimelnterval :Integer [0..1]

- faultTelerantTimelnterval :Integer [0..1] +detectedSituation  [*

identifiable | thandledSitust
Situation

p Py
=

+errorSitusation

1
I - description :String




SAFE Modeling

Library of pre-defined tactics

Tactics on function level

* Warning and degradation concet

Tactics on SW level
* Aliveness Monitor
* Actuator Monitor
* CRC Checksum

* Comparison \ .

\

Abztract SafefyRequirement
Requirements::
Funetional SafetyRequirement

- isSefetyGosl :Boolean

X ITEAZ

Tactic
Tactic::Handle

- type HandlingType

WarningfAndDegradation

WarningAndDegradationHandle

- driverActions :String
- meansAndControls (String
- operationsTimelnterval :Integer

+ guaranteedOperstionsTimelnterval :Integer

+safeState

Identifiable
Hazards:: Safe State

* Context Range Check

* Cpu Self Test

* Filter

» Gradient Check

* Health Monitor

* Hearbeat

* Memory Self Test
* Voting

T

AutosscAlivenessMomsor

AutosarCheckPoint|

o et o Sa
\ AUTOSARINNtanceReln:
\ Adosarfsterence
tarpetfunsabe’ AUTOSARReterancess
NurnatieEntity

a.-

Tacoe identfiable
TacticzDetect ~SalecterStiaten Tocticr$:
-
drscrgtnn Sing 'Q_
SottwareAlvens s sDwlection
——
o ey

Alrvens s sCheck pom TooOften|

AlvaressCheckpontTooarty

AlivenexsCheckpomtToolLste




SAFE X ITEAZ
Summary

SAFE created a DSL for the safety perspective

n

No seamless modeling:
« There is no unique DSL that covers all abstraction levels
and all perspectives!

n

Limited usability
« The automotive DSLs (EAST-ADL, AUTOSAR, SAFE) are
heavy!

(7]

Automatism still not sufficient
 Automatic model to model transformation and code

generation is a key for handling the models

(92
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Thank you for your attention
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