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Abstract. In current IT landscapes, there is a trend towards deploy-
ing multiple services each incorporating its own identity management
system. When implementing role-based access control (RBAC), each sys-
tem might utilize different roles adjusted to its own domain. We consider
inter-domain role mapping as a solution to this problem. In contrast to
most of the existing work, we focus on synchronizing multiple access con-
trol systems used by a single organization. Therefore, we first introduce
a framework as well as requirements for the successful implementation of
role mappings from one central, organizational domain to various target
domains. Next, we conduct a systematic literature review and show the
current state-of-the-art in inter-domain role mapping. Finally, we com-
pare the contents of the analyzed literature with our requirements to find
open issues for effectively managing RBAC in hybrid cloud environments.

Keywords: Inter-Domain · Role Mapping · Interoperability · RBAC ·
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1 Introduction

Role-based access control (RBAC) is one of the most popular models for access
management. For example, RBAC is the preferred choice for managing the se-
curity of electronic health record systems [1]. Today, organizations tend to not
just use a single software, but a hybrid landscape consisting of multiple ser-
vices. For example, current research in the field of ERP system design deals
with the question of how to successfully integrate on-premise infrastructure and
software-as-a-service (SaaS) products [2]. Such implementations correspond to
the definition of hybrid clouds which can, for example, consist of a private cloud
hosted on-premise and several public or community cloud-based extensions [3].
As interoperability is a requirement for identity management systems [4], hy-
brid cloud deployments require companies to synchronize the roles of various
independent RBAC units.

If, on the other hand, an organization views their access control systems
independently of each other, there is a risk that it will lose track of its user au-
thorizations. The IRBAC 2000 model [5] aims to bring interoperability to RBAC
by adding inter-domain role mappings. Such mappings connect roles of differ-
ent domains and thereby specify which permissions a user of a certain role has
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in each other domain. There are many research papers expanding the IRBAC
2000 model by deep-diving into various aspects of inter-domain role mapping.
However, conducting role mappings is not trivial: Security officers always need
to keep in mind that unwise mappings could result in the violation of security
guidelines. To the best of our knowledge, an overview of existing work is miss-
ing. This hampers researchers to quickly find open issues or answers to cross-
literature questions. Also, an overview would allow security officers to conduct
role mappings according to state-of-the-art guidelines.

In this work, we are interested in the question whether role mapping is suited
for hybrid cloud architectures consisting of several distributed domains that all
belong to the same organization. Therefore, we conduct a literature review on
the topic of role mapping and aim to answer the following two research questions:

RQ1: What is the current state-of-the-art in inter-domain role mapping research?

RQ2: What are open challenges in inter-domain role mapping research, espe-
cially in regards to hybrid clouds consisting of several stand-alone domains?

Whereas our literature review directly answers RQ1, we propose a more com-
plex method for answering RQ2 : First, we propose a hybrid cloud role mapping
framework which is based on the IRBAC 2000 model. In contrast to the orig-
inal model, our framework maps roles between domains that all belong to the
same organization. Also, our mappings are unidirectional and connect central,
organizational roles with domain-specific roles. Next, we introduce several re-
quirements which an organization needs to consider when mapping roles in such
a setting. Finally, we compare these requirements to the results of our literature
review and thereby find open challenges which current research does not address.

The following paper contents are structured as follows: Section 2 presents
background knowledge necessary to fully understand our research contribution.
In Section 3, we propose our hybrid cloud role mapping framework and the cor-
responding implementation requirements. Section 4 explains the methodology of
our scientific literature review. Afterwards, Section 5 shows the current state-
of-the-art in inter-domain role mapping. In Section 6, we answer our research
questions as previously explained, mention the limitations of our contribution
and show a future research agenda. Finally, we conclude our findings and sum-
marize our research in Section 7.

2 Background

In this section, we consolidate fundamental concepts required for understanding
the following contents of this research paper. Section 2.1 summarizes key features
of RBAC, an access control model that utilizes roles for granting permissions to
users. Afterwards, Section 2.2 presents the IRBAC 2000 model which introduces
role-to-role mappings between different domains. Finally, Section 2.3 explains
hybrid hierarchies and the inter-domain role mapping (IDRM) problem.
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2.1 Role-Based Access Control (RBAC)

Ferraiolo et al. [6] propose a NIST standard for Role-Based Access Control
(RBAC). In our summary, we do not address every single element of their RBAC
model, but rather explain the concepts which are generally used in inter-domain
role mapping research; the core RBAC concepts are depicted in Figure 1.

Fig. 1. The interaction between users, roles and permissions in RBAC.

– Users U are human persons, for example employees or guests, who need
access to at least one object.

– Roles R are the key concept of RBAC. In a simplified example, a company
could use their job positions as roles.

– Objects OB are use-case dependent, access-restricted resources. For example,
an object could be a text file, an executable program or a database table.

– Operations OP are executed by users on objects. For example, reading or
writing to a text file (object) are operations.

– Permissions P = 2(OB×OP ) are a set of all possible authorization subset
combinations including the empty set and the full set. The Cartesian product
OB ×OP includes all combinations of object and operation elements.

– The user assignment UA ⊆ U ×R is a many-to-many relation between users
and roles. This means, that a user can be assigned to multiple roles and a
role could be granted to different users.

– The permission assignment PA ⊆ P×R is a many-to-many relation between
roles and permissions. This means, that a role could be assigned to multiple
permission elements and a permission could be granted to different roles.

The authors define general role hierarchies H as partial orders on the role set
R, thus H ⊆ R ×R. If (x, y) ∈ H (also written as x > y), then the role x is an
ancestor of y and inherits all permissions granted to the successor role y. Figure
2 shows a small example in which R = {Administrator, Consultant, Developer}
and H = {(Administrator, Consultant), (Administrator, Developer)}. This hier-
archy follows, that users of the ancestor role Administrator have all permissions
assigned to the successor roles Consultant and Developer.

Core RBAC also includes sessions S, which allow RBAC systems to distin-
guish between assigned and activated roles. More precisely, a session is a mapping
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Fig. 2. A simple example of a general role hierarchy.

between a user and some of their assigned roles, namely the active roles. Each
session therefore describes a time frame in which only some roles are active.
During a session, users can only use permissions of currently active roles. Next,
we propose two security principles which have to be maintained in RBAC.

Principle of Least Privilege Sandhu et al. [7] describe the Principle of Least
Privilege as an administrative security approach which grants users only those
rights which they actually need to perform their job, and no more. In regards to
RBAC, assigning this minimized set of permissions works by defining a proper
user and permission assignment.

Separation of Duty Simon and Zurko [8] define Separation of Duty (SoD) as a
security approach tackling fraud by requiring multiple people for the completion
of certain tasks. The authors differ between two variants: Static Separation of
Duty prevents a user from being a member of conflicting roles. Dynamic Separa-
tion of Duty allows users being assigned conflicting roles if certain conditions are
met. For example, users may not activate conflicting roles in the same session.

2.2 IRBAC 2000 Model

Kapadia et al. [5] propose the IRBAC 2000 model and extend RBAC by adding a
role mapping framework for collaborative environments. To be more precise, the
authors consider two different administrative domains D0 and D1, each having
their own role set R0, R1 and hierarchy H0, H1. The organizations now decide
to work together and give users of domain D1 access to domain D0. Therefore,
let us assume any roles x ∈ R0 and y ∈ R1. In the following, we represent
these role set assignments as xR0 or respectively yR1 . An association yR1 7→ xR0

implies, that there is a role translation and users of role yR1
in domain D1 are

now considered as of role xR0
in domain D0. Figure 3 shows an example.

In this setting, the company of domain D1 sends human resources to a project
in domain D0. The administrator of domain D0 conducts a role mapping (shown
as dashed arrows) from H1 to H0. If a translation is marked with NT, it is
non-transitive. Otherwise, role mappings are transitive. If our exemplary role
mapping yR1

7→ xR0
is transitive, it follows that ∀z ∈ R1, if zR1

> yR1
then zR1

>
xR0

. This means, that all ancestors zR1
of role yR1

inherit its role translations
and are implicitly mapped to the role xR0

of domain D0. For non-transitive role
mappings, this property does not hold.
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Fig. 3. A simple role mapping example between two hierarchies H0 and H1.

Figure 3 includes a transitive role mapping WorkingStudentR1
7→ InternR0

.
Thus, all users of domain D1 which are not only a GuestR1

, have at least the
same rights as an InternR0 in domain D0. There is also a non-transitive role
translation ConsultantR1 7→NT DeveloperR0 . Thus, all ConsultantR1 users of
domain D1 have the same access rights as a DeveloperR0

in domain D0. However,
users of role ManagerR1

or AdministratorR1
in domain D1 are still considered

an InternR0
in domain D0.

2.3 Role Mapping in Hybrid Hierarchies

The Generalized Temporal Role-Based Access Control (GTRBAC) model ex-
tends RBAC by putting emphasis on temporal constraints for role activations [9].
In [10], Joshi et al. distinguish between three types of role hierarchies which are
suitable for working with the GTRBAC model. For simplicity, we only introduce
the unrestricted version of each hierarchy. In an I-hierarchy, the permission-
inheritance known from the previously introduced general role hierarchy holds.
Therefore, users who activate an ancestor role can also use the permissions actu-
ally assigned to successor nodes. An A-hierarchy relies on activation-inheritance,
which means that users who can currently activate a certain ancestor role can
also activate the corresponding successor roles. Finally, in an IA-hierarchy, both
of the previously explained concepts apply.

Du and Joshi [11] define a hybrid hierarchy as a role hierarchy whose relation
set can contain any relation that belongs to one of the three hierarchy types
just introduced. They show that in a hybrid hierarchy, the complexity of finding
the minimum role set that fulfills the permissions requested by a user is NP-
complete. This issue is referred to as the Inter-Domain Role Mapping (IDRM)
problem. The IDRM problem aims to fulfill the principle of least privilege for
role mappings based on collaborative permission requests in hybrid hierarchies.
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3 Hybrid Cloud Role Mapping Framework

In this section, we propose a centralized role mapping framework for hybrid
clouds that connects one central domain to multiple target domains. Each target
domain provides services for a cross-domain application and includes an own
RBAC unit. The central domain does not contain a service, but is crucial for
synchronizing the target domain role sets. Figure 4 shows an exemplary model.

Fig. 4. Our centralized role mapping framework for hybrid cloud infrastructures in a
simplified setting which consists of one central domain and three target domains.

As all domains belong to the same organization, there is only a single set of
users U1 stored in a central user database. These users require different permis-
sions P2, P3 and P4 in the target domains D2, D3 and D4. In theory, it would
be possible to consider all target domains independently of each other and only
work with three user assignments UA2, UA3 and UA4. However, this method
could result in a security hazard as the overall access control structure would be
difficult to trace, especially when there are more than three domains.

In our example, domain D1 includes the central user database and thus we
refer to it as the central domain. Therein, the user assignment UA1 directly maps
the users U1 to organizational roles R1. Since it is important to have full control
over the user database, D1 is an on-premise domain. Just as in the IRBAC 2000
model, role mappings (shown as dashed arrows) between the role hierarchies
determine which roles in R2, R3 or R4 are assigned to the users U1. In contrast
to the original model, our framework only allows unidirectional mappings from
H1 to the other hierarchies H2, H3 and H4. Thereby, we intend to simplify the
user management and also bring interoperability to the distributed access control
systems. After all, the mappings unify the roles of all domains based on which
organizational role(s) the users are assigned to in the central domain.
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Depending on the organization design, different role sets and role hierarchies
may be more or less similar, which makes the creation of role mappings more
or less difficult. Cloud services could have a similar role structure to on-premise
services if the company only uses them as replicas. For example, cloud backups
can be used for disaster recovery [12]. However, different domains often comple-
ment each other and therefore deploy different services, each with its own role
structure. Based on our framework, we present six requirements for successfully
conducting role mappings in a hybrid cloud consisting of heterogeneous domains.

– REQ1: Liu and Huang [13] mention that role mapping is limited to a coarse-
grained user-role assignment as it only allows exact mappings between roles
of different domains. The authors state that in a more realistic scenario,
organizations could prefer to only map some users of a certain role to another
role. Similarly, we state that organizations might also prefer to only map
parts of the permissions assigned to a role. Both issues correlate to the
principle of least privilege and thus follow that non-requested permissions
granted by role mappings should be minimized.

– REQ2: Role mappings between different domains may generate conflicts in
the access control structure. In [5], Kapadia et al. already mention some
security issues as well as possible resolutions. However, the authors do not
mention how to guarantee separation of duty. We require that there are no
role mappings that allow a user to activate conflicting roles at the same time.

– REQ3: Due to the increased complexity and workload faced when inte-
grating various, rapidly changing cloud-based identity management systems,
generating role mappings should be automated as much as possible.

– REQ4: Li et al. [14] state that changing the role of a user might lead to
unauthorized access and could even have cascading effects. In our case, mod-
ifying a user assignment may have major consequences for their assigned
permissions in all other domains as the mappings for the new role directly
apply. Thus, it is important that security officers can effectively monitor role
mappings as well as their impact.

– REQ5: Usually, each target domain is managed by an own designated ad-
ministrator who is specialized in the respective domain topic. Thus, estab-
lishing role mappings from the central domain to each other domain involves
both the target domain administrators and the security officers who create
the mappings. As a result, mapping roles is a highly collaborative task which
needs to be easily understandable for each actor taking part.

– REQ6: Our role mapping framework synchronizes role-based access con-
trol across different domains. However, there is a need for assuring that
only trusted domains participate in this process. In the worst case, a foreign
domain that belongs neither to the own organization nor to a known collab-
orating company would be able to map their roles to the local infrastructure.

4 Research Methodology

Our goal is not only to find the current state-of-the-art in inter-domain role map-
ping, but also to examine the emerging challenges in hybrid cloud environments.
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Therefore, we compare the requirements introduced in Section 3 against results
from a concept-centric literature review according to Webster and Watson [15].

In April 2024, we began to search for suitable articles by systematically query-
ing the Scopus database. Thereby, we only included work having the exact term
role mapping written in the paper abstract. Also, we limited our search by only
including journal articles and conference papers. In this process, we could gen-
erate 124 hits. Similarly, we queried the ACM Digital Library, the AIS eLibrary
and the IEEE Xplore database. When analyzing the results of searching the
ACM Digital Library and IEEE Xplore, we found that the hits were a subset of
our Scopus search results. Querying the AIS eLibrary resulted in two new hits.

Besides Scopus, the Web of Science Core Collection is another world-leading
source for academic work [16]. Thus, in August 2024, we also queried this
database and found 65 hits. When comparing the results to our Scopus hits,
we noticed that the search in the Web of Science Core Collection resulted in
four new hits.

In total, we could generate 130 unique hits. We first read the abstract of each
paper and if we afterwards still had doubts whether the article is relevant for our
research, we continued to look into the paper contents. As for inclusion criteria,
we classified a hit as relevant if it contributes to expanding the research field
of inter-domain role mapping presented in our background Section 2. Also, the
article had to be available to us in any online library. After analyzing all hits,
we found 44 relevant sources. Finally, we also performed a backward and forward
search, which resulted in four more relevant publications. This means, that we
include a total of 48 papers in our review. Table 1 provides an overview of the
scientific literature search we just proposed in this section.

Table 1. An overview of our scientific literature search to the topic of inter-domain
role mapping between April and August 2024.

Database Limited to Search String Hits Relevant
ACM Digital Library RESEARCH-ARTICLE, ARTICLE Abstract:("role mapping") 2 2
AIS eLibrary Journal, Conference, Series abstract:"role mapping" 2 0
IEEE Xplore Journals, Conferences ("Abstract":"role mapping") 32 19
Scopus Article, Conference Paper ABS("role mapping") 124 43
Web of Science Core Collection Article, Proceeding Paper "role mapping" (Abstract) 65 26
Sum (Unique) 130 44
Backward & Forward Search 4
In Total 48

5 Findings

When scanning the documents in more detail, we assign each article at least one
concept and thereby group publications topic-wise. In the following subsections,
we further explain each concept and focus on mentioning the respective contri-
butions of each article. Table 2 shows our concept matrix with columns ordered
according to the concept sizes. Overall, we can find six different topics.
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Table 2. Concept matrix resulting from our systematic literature review.

Authors Article
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Abdelfattah et al. [17] • •

Abdelfattah et al. [18] • •

Chen and Crampton [19] •

Chen and Crampton [20] • •

Chen et al. [21] •

Chen et al. [22] •

Deng et al. [23] •

Deng et al. [24] • •

Diao et al. [25] •

Du et al. [26] •

Fan et al. [27] •

Fan et al. [28] • •

Geethakumari et al. [29] • •

Ghosh et al. [30] • •

Guo et al. [31] •

Hu et al. [32] • •

Hu et al. [33] •

Hu et al. [34] • •

Huang et al. [35] • •

Huang et al. [36] •

Kamath et al. [37] • • •

Kun et al. [38] •

Li et al. [39] • •

Li et al. [40] • • • •

Li et al. [41] •

Lv et al. [42] • •

Pan et al. [43] • • •

Shafiq et al. [44] • •

Shehab et al. [45] • •

Solanki et al. [46] •

Sun et al. [47] • •

Tang et al. [48] • •

Tang et al. [49] •

Unal and Caglayan [50] •

Wang et al. [51] •

Wang et al. [52] •

Wang et al. [53] •

Wang et al. [54] • •

Xia [55] • •

Xiang et al. [56] • •

Yang et al. [57] • • •

Yu et al. [58] •

Zhang and Joshi [59] • •

Zhang and Joshi [60] •

Zhang and Li [61] • • •

Zhang et al. [62] •

Zhang et al. [63] •

Zuo et al. [64] • •
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5.1 Conflict Resolution

The largest subset of role mapping research is concerned with the algorithmic
resolution of associated conflicts. There are particularly many articles resolving
separation of duty conflicts. We find research about both assuring static SoD
[23, 24, 26, 32–34, 49, 52, 54, 55, 64] and dynamic SoD [43–45, 48, 59]. In terms of
static SoD, some authors directly mention to work with constraints for Static
Mutually Exclusive Roles (SMER) [23, 24, 26, 32–34, 49, 64]. In [33] and [34], the
authors also discuss the possibility to adjust the RBAC policies of the target
domain in order to enable interoperation. Determining whether a static SoD
problem can be solved is NP-complete [20].

When it comes to dynamic SoD, Zhang and Joshi [59] propose and solve
the User Authorization Query (UAQ) problem which describes the issue of find-
ing sufficient roles which can be activated during one session. Solving the UAQ
problem is NP-hard [20]. Research also suggests to conduct role mappings based
on activation-inheritance when connecting conflicting roles in a hybrid hierar-
chy [43]. This also applies to the case where two users are not allowed to activate
the same role at the same time [48]. Shehab et al. [45] examine multi-domain
access paths based on role mappings in order to resolve constraints for Dynamic
Mutually Exclusive Roles. It may happen, that the joint use of two role mappings
leads to a SoD conflict. Shafiq et al. [44] show how to formulate integer programs
that efficiently decide which mapping should be removed.

Besides examining separation of duty conflicts, focus also lies on resolving
cyclic inheritance [21, 36, 39, 40, 42–45, 52–54, 56, 58]. This issue describes a situ-
ation in which cyclic role mappings across different domains map a successor role
to a higher-ranking ancestor role from the same domain. As a result, users which
are actually assigned to the successor role can now also use the rights assigned
to the ancestor role. Lastly, some contributions [28, 37, 44, 57] resolve semantic
conflicts when creating a global access control policy based on role mappings.
For example, different local policies may differ in naming conventions.

5.2 Principle of Least Privilege

Our results show that examining the principle of least privilege is another large
subset of role mapping research. For example, we find solution approaches based
on rules [54], also allowing direct permission assignments [32], creating new
roles [17, 18] or splitting existing roles [43, 44, 48, 62]. Latter technique maps for-
eign roles to new subsets of local roles which are created based on the requested
permissions. In [48], the authors also utilize request-splitting and thereby cre-
ate subsets of permission requests. This approach is helpful if not all requested
permissions can be acquired in the target domain.

Huang et al. [35] use a greedy approach for mining a minimal role set in a
role mapping scenario. We find various articles proposing greedy algorithm(s)
for solving the IDRM problem [19, 30, 55, 56, 59]. In [19], the authors state that
their solution approach is based on an availability point of view which aims to
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find a minimal role set being assigned the requested permissions but only a min-
imized set of additional permissions. In contrast, the safety perspective is about
finding a minimal role set granting the maximal set of requested permissions,
but no other permissions. Similarly, Zhang and Joshi [59] also differ between
an availability and a least privilege-based approach. Latter option is similar to
the safety perspective introduced in [19]. In terms of computational complexity,
the IDRM-availability problem is NP-hard, but the IDRM-safety problem is in
P [20].

Ghosh et al. [30] solve the IDRM-availability problem and use various evalu-
ations metrics for showing that their approach outperforms [11] and [19]. In [55]
and [56], the authors improve the greedy algorithm introduced in [11]. In [60],
Zhang and Joshi introduce the role-based domain discovery problem which is
about finding domains that contain all resources correlating to a set of requested
permissions. For fulfilling the principle of least privilege, the authors use one of
the greedy algorithms presented in [59].

5.3 Trust Management

Before mapping roles from foreign domains to the local infrastructure, compa-
nies have to define trust relationships with the requesting organizations. After
all, no untrusted users shall access the own systems. In relation to this topic,
we find that most articles suggest [51] or use [22, 27, 31, 38, 40] a Public Key In-
frastructure (PKI) for their authentication framework. In [22], the authors show
research about role mappings in different circles of trust. Each cycle deploys its
own PKI, which already connects different identity providers. When defining a
trust relationship between identity providers of different trust cycles, these exit
points require certificates of both PKIs associated with the two trust domains.
Other articles do not directly mention PKIs, but also utilize private and public
keys for secure communication between domains [39, 45, 47].

In [39] and [40], there is a central server connecting collaborating domains.
When conducting role mappings, participating domains are never linked directly
but the mappings always pass through a virtual role hierarchy. In [29] and [42],
a central server is used for defining a global ranking system of domain-specific
roles. In contrast, we also find research focusing on a distributed approach: Zhang
and Li [61] only deploy a client-side and a target-side authentication module.

Some articles look at the topic of trust from a perspective other than authen-
tication. Deng et al. [24] consider the migration of SMER constraints between
collaborating domains. The authors state that the domain migrating a constraint
needs to trust the other domains to understand and not manipulate the trans-
ferred constraint. In the architecture provided by Hu et al. [34], each domain
implements a monitor module for evaluating the risk of an incoming request.

5.4 Implementation Project

Some research articles present practical projects that implement inter-domain
role mappings. For example, Sun et al. [47] use a blockchain to make role map-
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ping rules readable for the public. Some authors [28, 29, 40, 43, 57, 61] mention
to use XACML for defining access control policies. SAML is used to define role
memberships [40] or general authentication mechanisms [57, 61]. Both technolo-
gies are markup languages based on XML. Zuo et al. [64] use XML to define
role mappings between domains. The authors structure their XML document as
follows: Each domain contains its roles as sub-elements and, in turn, each role
contains the roles to which it is mapped as sub-elements. Kamath et al. [37]
use X-RBAC [65], which is a XML-based language for defining RBAC policies
in multi-domain settings. Unal and Caglayan [50] introduce an own XML-based
language for inter-domain access control including role mappings.

Besides the technologies used, we consider two projects to be especially useful
for security officers who need to define role mappings: Fan et al. [28] develop
a tool that automatically detects conflicts which are based on role mappings.
The tool also summarizes the conflicts in corresponding analysis reports. Pan et
al. [43] present a tool for visualizing multi-domain RBAC policies and illustrate
in-between role mappings by connecting roles from different domains.

5.5 Cloud Computing

Due to our research question, we are especially interested in how role mapping
is applied in cloud environments. We find that most research assumes different
organizations which collaborate by sharing a cloud service [17, 18, 30, 46]. Some
articles [17, 18, 46] directly mention the multi-tenancy of cloud products and
focus on role mappings between the tenants. In [46], Solanki et al. introduce a
super tenant which holds a mediaton role for the final mapping specifications.
Ghosh et al. [30] assume that the provider domain conducts all role mappings
based on the requests of the remote domains. In [40], the authors mention that
there is a trend towards building a central, virtual server for connecting private
and public cloud resources.

Even if not directly mentioning cloud computing, we also assign articles that
focus on web services to this topic [35, 61]. In our understanding, web services
are an equivalent to SaaS products. In [35], Huang et al. consider a composite
web service which is similar to our hybrid cloud model consisting of multiple
domains. Just like our considerations in Section 3, the authors mention that
there are two options when granting employees access to a new domain: Either
the organization creates additional users for all employees in each new domain
(this correlates to extending the user assignments) or a single sign-on mechanism
based on role mappings is implemented.

5.6 Automation

Zhang et al. [63] propose an algorithm for calculating the semantic similarity be-
tween two roles in a single role hierarchy. Therefore, the authors consider both the
distance between the roles and their similarity in terms of assigned permissions.
Similar to this approach, Diao et al. [25] and Li et al. [41] introduce inter-domain
role mapping recommendations based on semantic similarities. This means that
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the latter two publications focus on the similarity of roles in different hierarchies.
As for recommendation criteria, both articles use the following factors:

– Similarity of concept sets: The concept set of a role consists of various
properties such as for example its name, its permissions and its description.
When comparing concept sets between two roles, not only the actual terms
but also WordNet-based synonyms are taken into consideration.

– Similarity based on role hierarchy: The position of a role within a
hierarchy and its relationships to the other roles are also important factors
to consider. To give a simple example, two roles from different domains may
be very similar if both only have successors but no ancestors.

Other research aims to automate role mappings based on attributes [37, 57].
In [37], roles are considered more similar if the respectively assigned users share
similar attributes. The authors also consider the synonyms of the attributes.
Yang et al. [57] first translate attributes to numerical values and thus also prevent
the issue that different domains may have assigned unequal terms to their roles.

6 Discussion

In this section, we interpret our results from Section 5. First, Subsection 6.1
shows a state-of-the-art in inter-domain role mapping research as we map the
requirements from Section 3 to the concepts shown in Table 2. If we cannot
map each requirement to an existing concept, we discover open issues that have
not yet been addressed in scientific publications. In Subsection 6.2, we briefly
mention the limitations of our research contribution. Finally, in Subsection 6.3,
we conclude our discussion by showing our concrete future research directions.

6.1 Main Findings

Our literature review shows that existing work is very theoretical in its approach.
Most research (see Subsections 5.1 and 5.2) aims to find algorithmic solutions
for separation of duty conflicts or for the fulfillment of the principle of least priv-
ilege. We map both concepts to our requirements REQ1 and REQ2. However,
we have further remarks for applying the principle of least privilege: First, the
original IDRM problem aims to find sufficient roles for a single user request.
As to our understanding, however, it is possible to apply shown solutions for
role-to-role mappings if entire user groups (sharing a common role) require cer-
tain permissions in another domain. Secondly, in contrast to approaches such as
role splitting, solutions to the IDRM problem never create new roles and there-
fore prevent a role explosion. However, each variant of the IDRM problem also
has disadvantages: Solving the IDRM-availability problem can lead to a solution
which grants users additional, non-requested permissions and thus does not fully
comply with the principle of least privilege. When solving the IDRM-safety prob-
lem, users may not be provided with every permissions needed. The bottom line
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is that security officers have to decide on a particular course of action, but would
maybe prefer a trade-off between fulfilling the principle of least privilege and not
generating a role explosion while still granting all permissions as requested.

Next, Subsection 5.3 shows how to set up a role mapping environment that
only allows trusted domains to join a collaboration. We map this concept to
our requirement REQ6 which corresponds to this topic. Existing sources focus
on PKIs but in [34], the authors also mention to evaluate the risks of foreign
requests. We believe that such approaches are important because role mappings
could contain errors. False mappings would allow users to exploit roles which they
actually should not be assigned to. In order to prevent such issues, we recommend
to investigate fraud detection mechanisms in inter-domain role mapping.

REQ3 states that role mappings should be automated as far as possible.
We map this requirement to the corresponding concept that describes current
automation approaches. As Subsection 5.6 shows, these are based on semantic
similarity or attribute mappings. Both methods are not based on permission
requests and are therefore difficult to reconcile with the principle of least privi-
lege. However, we suggest to investigate a specific use case: Organizations may
rent various cloud infrastructure platforms and thus use several, predefined roles
provided by different cloud vendors. We wonder if roles predefined by different
cloud vendors are similar and, if so, whether those can be mapped semantically.

REQ4 emphasizes the importance of efficiently monitoring role mappings.
In found literature, there is only one approach which visualizes inter-domain role
mappings [43]. We see this project as a first step in the right direction, but could
not find an article which focuses on monitoring large role mapping architectures,
whose impact may be difficult for humans to track. Thus, we do not consider this
requirement to be met. Subsection 5.4 summarizes used technology stacks behind
practical projects which implement role mappings. Researchers in the fields of
security or software architecture can use this knowledge and build monitoring
solutions which reduce the risk of losing track of complex mapping structures.

REQ5 states that conducting role mappings is a collaborative task and
should therefore be easy to understand for everyone involved. However, we can-
not find guidelines that explain how to proceed in a realistic setting. As said,
most of the found sources are theory-based. Thus, current research cannot fulfill
this requirement. Subsection 5.5 summarizes existing publications dealing with
role mappings in cloud environments. However, current research does not focus
on practical cloud computing examples in enterprise structures. Rather, cloud
computing serves as a more modern example for role mapping algorithms due
to its multi-tenancy capabilities. We suggest to extend this research domain by
showing how to implement role mappings in a corporate cloud setting.

6.2 Limitations

First of all, it is important to mention that this article only considers RBAC. As
already mentioned in the introduction, the reason for this is that RBAC is a pop-
ular choice for access control. Also, many systems support its implementation.
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However, there are also other access control models, such as Attribute-Based Ac-
cess Control (ABAC) [66]. In contrast to RBAC, ABAC does not use roles but
attributes and policies to decide on authorization requests. In complex environ-
ments with multiple domains, the use of ABAC would therefore prevent security
officers from having to manage a large number of roles.

Secondly, our literature review only includes role mapping research. When
creating inter-domain role mappings based on permission requests, role mapping
research assumes that both collaborating domains already contain role sets. Even
if the role sets in target domains can be manipulated by splitting roles or adding
new roles, the question remains as to how an organization should restructure
their unified access control systems or build a solution from the ground up.

6.3 Future Research Agenda

Given the users U , the permissions P and the permissions each user requires,
the basic Role Mining Problem (RMP) aims to find roles R, user assignments
UA and permission assignments PA while minimizing the number of roles and
matching the requested permissions with the permissions obtained by assigning
the proposed roles [67]. For example, mining roles can be based on clustering [68],
an unsupervised machine learning technique. In [67], the authors not only
present the basic RMP, but also several of its variants, such as the Minimal
Noise Role Mining Problem (MinNoise RMP), which fixes the number of roles
while minimizing the difference between required permissions and actually as-
signed permissions. Referring to our findings in Subsection 6.1, role mining could
thus enable security officers to find trade-offs between only assigning required
permissions and generating a reasonable number of roles. Also, now referring to
the limitations outlined in Subsection 6.2, role mining outputs the entire role set
and its assignments to users and permissions. Role mining therefore suits the
(re-)organization of role structures from the bottom up.

We are interested in examining how the RMP can be applied to a multi-
domain environment. In particular, we aim to find role mining solutions for the
framework we presented in Section 3. As a next step, we will investigate literature
in the domain of role mining. Thereby, we aim to find out whether current
research already contains solution approaches for hybrid cloud frameworks which
include one central domain mapping roles to several target domains. Referring
to our exemplary model introduced in Section 3, we suggest that a multi-domain
role mining algorithm for hybrid clouds should follow the procedure below:

1. For all target domains D2, D3 and D4, find out which permissions in P2, P3

and P4 each user in U1 requires.
2. For all target domains D2, D3 and D4, solve some variant of the RMP.
3. For the central domain D1, apply an algorithm which mines the organiza-

tional roles R1 and takes into account that:
– UA2, UA3 and UA4 can be replaced by adding role mappings between

the hierarchy H1 and the target domain hierarchies H2, H3 and H4.
– The number of organizational roles R1 is not too large.
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– The deviation between the permissions required and the permissions
received by using R1, UA1 and role mappings (instead of using UA2,
UA3 and UA4) is not too large.

After reviewing existing literature on the topic of role mining, we will further
develop the proposed algorithm and test whether it is suited for realistic settings.

7 Conclusion

In this paper, we show two major research contributions: First, we define a
hybrid cloud framework for inter-domain role mappings. In contrast to most of
the existing literature, we assume role mappings between different domains that
all belong to the same organization. We highlight several requirements which
an organization should consider when implementing role mappings in such a
distributed environment. Secondly, we conduct a systematic literature review
and present the current state-of-the-art in the field of inter-domain role mapping.
Our results show that existing research is mainly concerned with algorithmic
solutions and less with practical examples in the field of cloud computing.

Finally, we combine our two contributions by mapping the requirements for
our framework to the different concepts we found in existing literature. In do-
ing so, we reveal various open challenges which future researchers can address
to further improve the feasibility of a hybrid cloud role mapping framework.
For example, current role mapping research lacks a direct comparison between
fulfilling the principle of least privilege and generating a reasonable number of
roles. We consider role mining as a suitable solution for filling this research gap.
Thus, our next step is to further develop a multi-domain role mining algorithm.
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